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2  �P[ 7�D�* /Risk analysis 
3  �P[ 8���$� /Risk management 
4 Z[  �
	�L� �(� /Sanction policy 
5 8�-�;4 �����  �����
  �!�� "�# /Information system activity review 
6 +��,  
��"�� 
�-� /Assigned security responsibility 
7  	�� ����� (�"�� /Workforce security 
8  ���_� �� 5�$X* /Authorization and/or supervision 
9  ��/ "���� 8���? :��;* C
$6
 /Workforce clearance procedures 

10 1���  1�*�[ "�# /Termination procedures 
11  .�/01� �
 
����2 (����� /Information access management  
12  �����0 5�$X* / Access authorization  
13  (�"�� �3-�4 � 
���4 /Security awareness and training 
14  �	�5� �*6�� 
�2  
��"�� � /Security incident procedures 
15  
)���'� 7�1 / Contingency plan  
16  20
0 '�W��(3 \��  �# /Data backup plan 
17  1���� "0.WR� \�� /Disaster recovery plan 
18 2.�% ���D�� \��  �!�
]��
 " /Emergency mode operation plan 
19 1��� �_� $�$L* � =���	E  �# /Testing and revision procedures 
20 1����� 8��[� 7�D�* 20
0 � "0����/ "�#  �# / Application and data criticality analysis 
21  

��3	� /Evaluation 
22  �	��8 9��:� .����-8 ���� � ��2�2	��6 /Business Associate Contracts 

II- � ���!� 
!�5�� 
�%�&' ���  
23  � �;� 
����2 <��"� /Facility Access Control 
24   �-����
 ���D�� /Contingency operations 
25  1!�Y� 8�+�
 \�� /Facility security plan 
26  �����0 5�$X* � >��+/ / Access control and validation  
27 1
� "�
0  0�+�
Maintenance records / 
28  �	�� ��=� �� 3� �2�&��� /Workstation use 
29  �	�� ��=� �� (�"�� / Workstation security  
30 ����	 � 	�5
� <��"�  �� /Device and media control  
31 '0�/ C$R+� Disposal / 
32 20����
 1���� 	
 0$L� " �# /. Media re use 
33 8�-�Y!�  "��K3 /Accountability 
34  �# 20
0 "	�� 2��[k � '�W��(3 1G!� /Data backup and storage  
35   
����2 <��"� /Access control  
36 $�
� ����/ �����+%  /Unique user identification 
37 1��� �!�
]��
 �����0 "  /Emergency access procedures  
38  ��/0.[ l��[/Automatic  logoff 
39  ���(�,�� � "��
�,�� /Encryption and decryption 
40 <��"�  �5��� ��� /Audit controls. 
41 
=?	�@!�  /Integrity 
42  (�2-A-� �� BC� D��E8 /Person or entity authentication 
43  <����� (�"�� /Transmission security  
44 F� <��"�  
=?	�, /Integrity control  
45  �	�=�5�	 /Encryption  
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Abstract 
Introduction: One of the main characteristics of a hospital information system (HIS) is confidentiality. 
Studies have shown that the security requirements on electronic health records are not fully met in Iran. 
This study was conducted to determine the percentage of HIPAA (health insurance portability and 
accountability act) security safeguard application in university hospitals of Shiraz University of Medical 
Sciences in 2010. 

Methods: This was a cross-sectional descriptive study. The study population included university hospitals 
of Shiraz University of Medical Sciences equipped with HIS. Data were collected by a checklist through 
interview with the IT authorities of the hospitals. The checklist was in accordance with HIPAA security 
standard rules. Tool validity was checked by the content validity method. Data were analyzed using 
descriptive statistics. 

Results: The risk management and data backup plan, two out of seven required administrative security 
safeguards (i.e. risk analysis, risk management, sanction policy, information system activity review, data 
backup plan, disaster recovery plan, and emergency mode operation plan), were fully applied in all the 
hospitals. Both of two required physical security safeguards, disposal and media reuse, were applied in the 
majority of the hospitals. Of the two required technical security safeguards, unique user identifications, 
and emergency access procedure were applied only in one of the hospitals. 

Conclusion: Operational planning must be implemented in order to increase the application of required 
administrative security safeguards. Full application of the required physical security safeguards, which are 
close to reach, and the required technical security safeguards could be the main steps in promoting 
security of the HIS. 

Keywords: Health Insurance Portability and Accountability Act; Hospital Information System; 
Confidentiality 
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